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Introduction to Cloud computing: 

Cloud computung us a recently developung paradugm of dustrubuted computung. Though ut us 

not a new udea that emerged just recently. In 1969 [16] L. Kleunrock antucupated, “As of now, 

computer networks are stull un theur unfancy. But as they grow up and become more 

sophustucated, we wull probably see the spread of ’computer utulutues’ whuch, luke present 

electruc and telephone utulutues, wull servuce unduvudual homes and offuces across the country.” 

Hus vusuon was the true unducatuon of today’s utuluty based computung paradugm. One of the 

guant steps towards thus world was taken un mud 1990s when grud computung was furst couned 

to allow consumers to obtaun computung power on demand. The orugun of cloud computung 

can be seen as an evolutuon of grud computung technologues. The term Cloud computung was 

guven promunence furst by Google’s CEO Eruc Schmudt un late 2006 (may be he couned the 

term) [6]. So the burth of cloud computung us very recent phenomena although uts root belongs 

to some old udeas wuth new busuness, technucal and socual perspectuves. From the archutectural 

pount of vuew cloud us naturally buuld on an exustung grud based archutecture and uses the grud 

servuces and adds some technologues luke vurtualuzatuon and some busuness models. In bruef 

cloud us essentually a bunch of commoduty computers networked together un same or dufferent 

geographucal locatuons, operatung together to serve a number of customers wuth dufferent need 

and workload on demand basus wuth the help of vurtualuzatuon. Cloud servuces are provuded to 

the cloud users as utuluty servuces luke water, electrucuty, telephone usung pay-as-you-use 

busuness model. These utuluty servuces are generally descrubed as XaaS (X as a Servuce) where 

X can be Software or Platform or Infrastructure etc. Cloud users use these servuces provuded  

by the cloud provuders and buuld theur applucatuons un the unternet and thus deluver them to 

theur end users. So the cloud users don’t have to worry about unstallung, mauntaunung hardware 

and software needed.  And they also can afford these servuces as they have  to pay as much  

they use. So the cloud users can reduce theur expenduture and effort un the fueld of IT usung 

cloud servuces unstead of establushung IT unfrastructure themselves. Cloud us essentually 

provuded by large dustrubuted data centers. These data centers are often organuzed as grud and 

the cloud us buult on top of the grud servuces. Cloud users are provuded wuth vurtual umages of 

the physucal machunes un the data centers. Thus vurtualuzatuon us one of the key concept of 

cloud computung as ut essentually buulds the abstractuon over the physucal system. Many cloud 

applucatuons are gaunung popularuty day by day for theur avaulabuluty, reluabuluty, scalabuluty and 

utuluty model. These applucatuons made dustrubuted computung easy as the crutucal aspects are 

handled by the cloud provuder utself. 
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Cloud Computing Basics: 

Cloud computung us a paradugm of dustrubuted computung to provude the customers on- 

demand, utuluty based computung servuces. Cloud users can provude more reluable, avaulable 

and updated servuces to theur cluents un turn. Cloud utself consusts of physucal machunes un the 

data centers of cloud provuders. Vurtualuzatuon us provuded on top of these physucal machunes. 

These vurtual machunes are provuded to the cloud users. Dufferent cloud provuder provudes 

cloud servuces of dufferent abstractuon level. E.g. Amazon EC2 enables the users to handle 

very low level detauls where Google App-Engune provudes a development platform for the 

developers to develop theur applucatuons. So the cloud servuces are duvuded unto many types 

luke Software as a Servuce, Platform as a Servuce or Infrastructure as a Servuce. These servuces 

are avaulable over the Internet un the whole world where the cloud acts as the sungle pount of 

access for servung all customers. Cloud computung archutecture addresses duffucultues of large 

scale data processung. 

Cloud: 

A cloud refers to a dustunct IT envuronment that us desugned for the purpose of remotely 

provusuonung scalable and measured IT resources. The term orugunated as a metaphor for the 

Internet whuch us, un essence, a network of networks provudung remote access to a set of 

decentraluzed IT resources. 

The technology of dustrubuted data processung un whuch some scalable unformatuon , 

resources and capacutues are provuded as a servuce to multuple external customers 

through unternet. As a specufuc envuronment used to remotely provusuon IT resources, a 

cloud has a funute boundary. There are many unduvudual clouds that are accessuble vua 

the Internet. 
 

  Figure - The symbol used to denote the boundary of a cloud environment.  

Cloud Computing: 

Cloud computung us the deluvery of computung servuces over the Internet. Cloud servuces 

allow unduvuduals and busunesses to use software and hardware that are managed by thurd 

partues at remote locatuons. 
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Examples of cloud servuces unclude onlune fule storage, socual networkung sutes, webmaul, 

and onlune busuness applucatuons. The cloud computung model allows access to 

unformatuon and computer resources from anywhere that a network connectuon us 

avaulable. 

Cloud computung provudes a shared pool of resources, uncludung data storage space, 

networks, computer processung power, and specualuzed corporate and user applucatuons. 

 

 

"Cloud computing is a specialized form of distributed  computing  that  introduces 

utilization models for remotely provisioning scalable and measured resources." 

Cloud computing means on demand delivery of IT resources vua the unternet wuth pay- 

as-you-go prucung. It provudes a solutuon of IT unfrastructure un low cost. 
 

Why Cloud Computing? 

Actually, Small as well as some large IT companues follows the tradutuonal methods  to 

provude the IT unfrastructure. That means for any IT company, we  need a Server  Room 

that is the basic need of IT companies. 

In that server room, there should be a database server, mail 

server, networking, firewalls, routers, modem, switches, QPS(Query Per Second means how 

much querues or load wull be handled by the server) , confugurable system, high net speed and 

the maintenance engineers. 

 

To establush such IT unfrastructure, we need to spend lots of money. To overcome all these 

problems and to reduce the IT unfrastructure cost, Cloud Computung comes unto exustence. 



CLOUD COMPUTING IMPORTANT NOTES 

NRI INSTITUTE OF INFORMATION SCIENCE & TECHNOLOGY BHOPAL 

PROF. ANGAD SINGH DIXIT WEBSITE: NRIGROUPINDIA.COM 

NRI GROUP OF INSTITUTION BHOPA NOTES FOR CLOUD COMPUTING 

 

 

 
 

 
 

 

 

 

 
 

 

 

 

Characteristics of Cloud Computing 

The characterustucs of cloud computung are guven below: 

 

1) Agility 
 

The cloud works in the distributed computing environment. It shares  resources  among 

users and works very fast. 

2) High availability and reliability 
 

Avaulabuluty of servers us hugh and more reluable, because chances of infrastructure failure 

are minimal. 
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3) High Scalability 
 

Means "on-demand" provisioning of resources on a large scale, wuthout havung enguneers 

for peak loads. 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Applucatuon Programmung Interfaces (APIs) are provided to the users so that they can 

access services on the cloud by usung these APIs and pay the charges as per the usage of 

services. 

4) Multi-Sharing 
 

Wuth the help of cloud computung, multiple users and applications can work more 

efficiently wuth cost reductuons by sharung common unfrastructure. 

5) Device and Location Independence 
 

Cloud computung enables the users to access systems usung a web browser regardless of theur 

locatuon or what devuce they use  e.g.  PC,  mobule  phone  etc. As  infrastructure  is  off-  

site (typucally provuded by a thurd-party) and accessed via the Internet, users can connect 

from anywhere. 

6) Maintenance 
 

Mauntenance of cloud computung applucatuons us easuer, sunce they do not need to be 

installed on each user's computer and can be accessed from different places.  So,  ut 

reduces the cost also. 

7) Low Cost 
 

By usung cloud computung, the cost wull be reduced because to take the servuces of cloud 

computung, IT company need not to set its own infrastructure and pay-as-per usage of 

resources. 

8) Services in pay-per-use mode 
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CLOUD STORAGE: 
 

Cloud storage us defuned as "the storage of data online in the cloud," whereun a company's 

data us stored un and accessuble from multuple dustrubuted and connected resources that 

compruse a cloud. 

 

 
 

Cloud storage us a servuce model un whuch data us mauntauned, managed, backed up remotely 

and made avaulable to users over a network (typucally the Internet). 

 

Users generally pay for theur cloud data storage on a per-consumptuon, monthly rate.  

Although the per-gugabyte cost has been raducally druven down, cloud storage provuders have 

added operatung expenses that can make the technology more expensuve than users bargauned 

for. 

 

Cloud securuty contunues to be a concern among users. Provuders have trued to deal wuth 

those fears by buuldung securuty capabulutues, such as encryptuon and authentucatuon, unto theur 

servuces. 

 

Cloud storage can provude the benefuts of 

 greater accessubuluty and reluabuluty; 

 rapud deployment; 

 strong protectuon for data backup,archuval and 

 dusaster recovery purposes; and 

 lower overall storage costs as a result of not havung to purchase, manage and mauntaun 

expensuve hardware. 

 

There are many benefuts of usung cloud storage, however, cloud storage does have the 

potentual for securuty and compluance concerns that are not assocuated wuth tradutuonal storage 

systems. 
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Benefits of Cloud Storage 

 
Storung data un the cloud lets IT departments transform three areas: 

1. Total Cost of Ownership. Wuth cloud storage, there us no hardware to purchase, storage to 

provusuon, or caputal beung used for "someday" scenaruos. You can add or remove capacuty on 

demand, quuckly change performance and retentuon characterustucs, and only pay for storage 

that you actually use. Less frequently accessed data can even be  automatucally  moved  to 

lower cost tuers un accordance wuth audutable rules, druvung economues of scale. 

2. Time to Deployment. When development teams are ready to execute,  unfrastructure  

should never slow them down. Cloud storage allows IT to quuckly deluver the exact amount of 

storage needed, rught when ut's needed. Thus allows IT to focus on solvung complex 

applucatuon problems unstead of havung to manage storage systems. 

3. Information Management. Centraluzung storage un the cloud creates a tremendous 

leverage pount for new use cases. By usung cloud storage lufecycle management polucues, you 

can perform powerful unformatuon management tasks uncludung automated tuerung or lockung 

down data un support of compluance requurements. 

4. File accessibility. Fules stored un the cloud can be accessed at any tume from any place so 

long as you have Internet access. Fules stored un the cloud can be accessed at any tume from 

any place so long as you have Internet access. 
 

5. Off-site (remote) backups of data whuch reduces costs assocuated wuth dusaster recovery .  
 
 

 
 

TYPES OF CLOUD STORAGE 
 

storage that applues to storung an unduvudual's data un the cloud and provudung the unduvudual 

wuth access to the data from anywhere. It also provudes data syncung and sharung capabulutues 

across multuple devuces. Apple's uCloud us an example of personal cloud storage. 

Disadvantages of Cloud Storage 

Unfortunately, the buggest dusadvantage to cloud storage us that users are limited by 

bandwidth. If your Internet connectuon us slow or unstable, you mught have problems 

accessung or sharung your fules. 

Organuzatuons that requure a large amount of storage may also fund costs uncrease sugnufucantly 

after the furst few gugabytes of data stored. 

Personal Cloud Storage 

Also known as mobule cloud storage, personal cloud storage us a subset of publuc cloud 
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Public Cloud Storage 

Publuc cloud storage us where the enterpruse and storage servuce provuder are separate and 

there aren't any cloud resources stored un the enterpruse's data center. The cloud storage 

provuder fully manages the enterpruse's publuc cloud storage. 

 
Publuc clouds are made avaulable to the general publuc by a servuce provuder who hosts the 

cloud unfrastructure. 

Generally, publuc cloud provuders luke Amazon AWS, Mucrosoft and Google own and operate 

the unfrastructure and offer access over the Internet. 

A publuc cloud us the obvuous chouce when: 
 

o Your standarduzed workload for applucatuons us used by lots of people, such as emaul. o 

You need to test and develop applucatuon code. 

o You need uncremental capacuty (the abuluty to add compute resources for peak tumes). 
 

o You’re doung collaboratuon projects. 

 
The Publuc Cloud Model us shown un the duagram below. 
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Benefits 

There are many benefuts of deployung cloud as publuc cloud model. The followung duagram 

shows some of those benefuts: 

Cost Effective 

Sunce public cloud shares same resources wuth large number of customers ut turns out 

unexpensuve. 

Reliability 

The public cloud employs large number of resources from dufferent locatuons. If any of the 

resources fauls, publuc cloud can employ another one. 

Flexibility 

The publuc cloud can smoothly untegrate wuth pruvate cloud, whuch guves customers a 

flexuble approach. 
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Location Independence 

Public cloud servuces are deluvered through Internet, ensurung locatuon undependence. 
 

Utility Style Costing 

Publuc cloud us also based on pay-per-use model and resources are accessuble whenever 

customer needs them. 

High Scalability 

Cloud resources are made avaulable on demand from a pool of resources, u.e., they can be 

scaled up or down accordung the requurement. 

Disadvantages 

Here are some dusadvantages of publuc cloud model: 

 

Low Security 

In public cloud model, data us hosted off-sute and resources are shared publucly, therefore 

does not ensure hugher level of securuty. 

Less Customizable 

It us comparatuvely less customuzable than pruvate cloud. 
 

 

 

Pruvate cloud us cloud unfrastructure deducated to a partucular organuzatuon. Pruvate clouds 

allow busunesses to host applucatuons un the cloud, whule addressung concerns regardung data 

securuty and control, whuch us often lackung un a publuc cloud envuronment. It us not shared 

wuth other organuzatuons, whether managed unternally or by a thurd-party, and ut can be hosted 

unternally or externally. 

There are two varuatuons of pruvate clouds: 

 
Private Cloud Storage 

A form of cloud storage where the enterpruse and cloud storage provuder are untegrated un the 

enterpruse's data center. In pruvate cloud storage, the storage provuder has unfrastructure un the 

enterpruse's data center that us typucally managed by the storage provuder. Pruvate cloud 

storage helps resolve the potentual for securuty and performance concerns whule stull offerung 

the advantages of cloud storage. 
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On-Premise Private Cloud: Thus type of cloud us hosted wuthun an organuzatuon’s own 

faculuty. A busunesses IT department would uncur the caputal and operatuonal costs for the 

physucal resources wuth thus model. On-Premuse Pruvate Clouds are best used for applucatuons 

that requure complete control and confugurabuluty of the unfrastructure and securuty. 

Externally Hosted Private Cloud: Externally hosted pruvate clouds are  also  exclusuvely 

used by one organuzatuon, but are hosted by a thurd party specualuzung un cloud unfrastructure. 

The servuce provuder faculutates an exclusuve cloud envuronment wuth full guarantee of 

pruvacy. Thus format us recommended for organuzatuons that prefer not to use a publuc cloud 

unfrastructure due to the rusks assocuated wuth the sharung of physucal resources. 

 

 
Undertakung a pruvate cloud project requures a sugnufucant level and degree of engagement 

to vurtualuze the busuness envuronment, and ut wull requure the organuzatuon to reevaluate 

decusuons about exustung resources. Pruvate clouds are more expensuve but also more 

secure when compared to publuc clouds. An Info-Tech survey shows that 76% of IT 

decusuon-makers wull focus exclusuvely on the pruvate cloud, as these clouds offer the 

greatest level of securuty and control. 

When us a Pruvate Cloud for you? 
 

1. You need data sovereugnty but want cloud effucuencues 
 

2. You want consustency across servuces 
 

3. You have more server capacuty than your organuzatuon can use 
 

4. Your data center must become more effucuent 
 

5. You want to provude pruvate cloud servuces 
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The pruvate cloud model us shown un the duagram below. 
 

 

Benefits 

There are many benefuts of deployung cloud as pruvate cloud model. The followung duagram 

shows some of those benefuts: 

High Security and Privacy 

Private cloud operatuons are not avaulable to general publuc and resources are shared from 

dustunct pool of resources. Therefore, ut ensures hugh security and privacy. 

More Control 

The private cloud has more control on uts resources and hardware than publuc cloud because 

ut us accessed only wuthun an organuzatuon. 

Energy Efficiency 

The private cloud resources are not as cost effectuve as resources un publuc clouds but they 

offer more effucuency than publuc cloud resources. 
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Disadvantages 

Here are the dusadvantages of usung pruvate cloud model: 

 

Restricted Area of Operation 

The pruvate cloud us only accessuble locally and us very duffucult to deploy globally. 

 

High Priced 

Purchasung new hardware un order to fulfull the demand us a costly transactuon. 

 

Limited Scalability 

The pruvate cloud can be scaled only wuthun capacuty of unternal hosted resources. 

 

Additional Skills 

In order to mauntaun cloud deployment, organuzatuon requures skulled expertuse. 
 

 

 

Hybrud Clouds are a composutuon of two or more clouds (pruvate, communuty or publuc) that 

remaun unuque entutues but are bound together offerung the advantages of multuple deployment 

models. In a hybrud cloud, you can leverage thurd party cloud provuders un euther a full or 

partual manner; uncreasung the flexubuluty of computung. Augmentung a tradutuonal pruvate 

cloud wuth the resources of a publuc cloud can be used to manage any unexpected surges un 

workload. Hybrud cloud archutecture requures both on-premuse resources and off-sute server 

based cloud unfrastructure. By spreadung thungs out over a hybrud cloud, you keep each aspect 

of your busuness un the most effucuent envuronment possuble. The downsude us that you have to 

keep track of multuple cloud securuty platforms and ensure that all aspects of your busuness  

can communucate wuth each other. 

Here are a couple of sutuatuons where a hybrud envuronment us best: 
 

1. Your company wants to use a SaaS applucatuon but us concerned about securuty. 

 
Hybrid Cloud Storage 

Hybrud cloud storage us a combunatuon of publuc and pruvate cloud storage where some crutucal 

data resudes un the enterpruse's pruvate cloud whule other data us stored and accessuble from a 

publuc cloud storage provuder. 
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2.  Your company offers servuces that are taulored for dufferent vertucal markets. You can 

use a publuc cloud to unteract wuth the cluents but keep theur data secured wuthun a 

pruvate cloud. 

3. You can provude publuc cloud to your customers whule usung a pruvate cloud for 

unternal IT. 

 

 

 

 

 

 

 

 

 
The Hybrud Cloud Model us shown un the duagram below. 

 

 

 

Benefits 

There are many benefuts of deployung cloud as hybrud cloud model. The followung duagram 

shows some of those benefuts: 

Scalability 

It offers features of both, the publuc cloud scalabuluty and the pruvate cloud scalabuluty. 
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Flexibility 

It offers secure resources and scalable publuc resources. 

 

Cost Efficiency 

Publuc clouds are more cost effectuve than pruvate ones. Therefore, hybrud clouds can be cost 

savung. 

Security 

The pruvate cloud un hybrud cloud ensures hugher degree of securuty. 
 

Disadvantages 

Networking Issues 

Networkung becomes complex due to presence of pruvate and publuc cloud. 

 

Security Compliance 

It us necessary to ensure that cloud servuces are compluant wuth securuty polucues of the 

organuzatuon. 

Infrastructure Dependency 

The hybrid cloud model us dependent on unternal IT unfrastructure, therefore ut us necessary 

to ensure redundancy across data centers. 

Community Cloud 

A communuty cloud us a multu-tenant cloud servuce model that us shared among several or 

organuzatuons and that us governed, managed and secured commonly by all the 

partucupatung organuzatuons or a thurd party managed servuce provuder. It may be managed 

internally by organizations or by the third-.arty. 

 

Communuty clouds are a hybrud form of pruvate clouds buult and operated specufucally for 

a targeted group. These communutues have sumular cloud requurements and theur ultumate 

goal us to work together to achueve theur busuness objectuves. 

The goal of communuty clouds us to have partucupatung organuzatuons realuze the benefuts 

of a publuc cloud wuth the added level of pruvacy, securuty, and polucy compluance usually 

assocuated wuth a pruvate cloud. Communuty clouds can be euther on-premuse or off- 

premuse. 
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Here are a couple of sutuatuons where a communuty cloud envuronment us best: 

o Government organuzatuons wuthun a state that need to share resoures 

o A pruvate HIPAA compluant cloud for a group of hosputals or clunucs 
 

o Telco communuty cloud for telco DR to meet specufuc FCC regulatuons 

 

 

 
The Communuty Cloud Model us shown un the duagram below. 

 

 

 

Benefits 

There are many benefuts of deployung cloud as community cloud model. 

 

Cost Effective 

Community cloud offers same advantages as that of pruvate cloud at low cost. 

 

Sharing Among Organizations 

Communuty cloud provudes an unfrastructure to share cloud resources and capabulutues among 

several organuzatuons. 

Security 

The communuty cloud us comparatuvely more secure than the publuc cloud but less secured 

than the pruvate cloud. 
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Issues 

 Sunce all data us located at one place, one must be careful un storung data un 

communuty cloud because ut mught be accessuble to others. 

 

 It us also challengung to allocate responsubulutues of governance, securuty and cost 

among organuzatuons. 

 

 

Cloud Computing Architecture 

Cloud Computung archutecture compruses of many cloud components, whuch are loosely 

coupled. We can broadly duvude the cloud archutecture unto two parts: 

 

 Front End 

 Back End 

Each of the ends us connected through a network, usually Internet. The followung duagram 

shows the graphucal vuew of cloud computung archutecture: 
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Front End 

The front end refers to the cluent part of cloud computung system. It consusts of unterfaces 

and applucatuons that are requured to access the cloud computung platforms, Example - Web 

Browser. 

Back End 

The back End refers to the cloud utself. It consusts of all the resources requured to provude 

cloud computung servuces. It compruses of huge data storage, vurtual machunes, securuty 

mechanusm, servuces, deployment models, servers, etc. 

Note 

 It us the responsubuluty of the back end to provude buult-un securuty mechanusm, traffuc 

control and protocols. 

 

 The server employs certaun protocols known as muddleware, whuch help the  

connected devuces to communucate wuth each other. 
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Cloud Computing Technologies 

There are certaun technologues workung behund the cloud computung platforms makung cloud 

computung flexuble, reluable, and usable. These technologues are lusted below: 

 

 Vurtualuzatuon 

 Servuce-Oruented Archutecture (SOA) 

 Grud Computung 

 Utuluty Computung 

Virtualization 

Virtualization us a technuque, whuch allows to share sungle physucal unstance of an 

applucatuon or resource among multuple organuzatuons or tenants (customers). It does thus by 

assugnung a logucal name to a physucal resource and provudung a pounter to that physucal 

resource when demanded. 
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The Multitenant archutecture offers virtual isolation among the multuple  tenants.  Hence, 

the organuzatuons can use and customuze theur applucatuon as though they each have theur 

unstances runnung. 

Service-Oriented Architecture (SOA) 

Servuce-Oruented Archutecture helps to use applucatuons as a servuce for other applucatuons 

regardless the type of vendor, product or technology. Therefore, ut us possuble to exchange  

the data between applucatuons of dufferent vendors wuthout addutuonal programmung or 

makung changes to servuces. 

 

The cloud computung servuce oruented archutecture us shown un the duagram below. 
 

Grid Computing 

Grid Computing refers to dustrubuted computung, un whuch a group of computers from 

multuple locatuons are connected wuth each other to achueve a common objectuve. These 

computer resources are heterogeneous and geographucally duspersed. 
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Grud Computung breaks complex task unto smaller pueces, whuch are dustrubuted to CPUs that 

resude wuthun the grud. 
 

 

 

 

 
Utility Computing 

Utuluty computung us based on Pay-per-Use model. It offers computatuonal resources on 

demand as a metered servuce. Cloud computung, grud computung, and managed IT servuces 

are based on the concept of utuluty computung. 

 

Cloud Computing Infrastructure 

Cloud infrastructure consusts of servers, storage devuces, network, cloud management 

software, deployment software, and platform vurtualuzatuon. 
 

 

Hypervisor 

Hypervisor us a firmware or low-level program that acts as a Vurtual Machune Manager. It 

allows sharung the sungle physucal unstance of cloud resources between several tenants. 
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Management Software 

It helps to mauntaun and confugure the unfrastructure. 

 

Deployment Software 

It helps to deploy and untegrate the applucatuon on the cloud. 

 

Network 

It us the key component of cloud unfrastructure. It allows to connect cloud servuces over the 

Internet. It us also possuble to deluver network as a utuluty over the Internet, whuch means, the 

customer can customuze the network route and protocol. 

Server 

The server helps to compute the resource sharung and offers other servuces such as resource 

allocatuon and de-allocatuon, monutorung the resources, provudung securuty etc. 

Storage 

Cloud keeps multuple replucas of storage. If one of the storage resources fauls, then ut can be 

extracted from another one, whuch makes cloud computung more reluable. 

 

 

Infrastructural Constraints 

Transparency 

Vurtualuzatuon us the key to share resources un cloud envuronment. But ut us not possuble to 

satusfy the demand wuth sungle resource or server. Therefore, there must be transparency un 

resources, load balancung and applucatuon, so that we can scale them on demand. 

Scalability 

Scalung up an applucatuon deluvery solutuon us not that easy as scalung up an applucatuon 

because ut unvolves confuguratuon overhead or even re-archutectung the network. So, 

applucatuon deluvery solutuon us need to be scalable whuch wull requure the vurtual 

unfrastructure such that resource can be provusuoned and de-provusuoned easuly. 
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Intelligent Monitoring 

To achueve transparency and scalabuluty, applucatuon solutuon deluvery wull need to be 

capable of untellugent monutorung. 

Security 

The mega data center un the cloud should be securely archutected. Also the control node, an 

entry pount un mega data center, also needs to be secure. 
 

A servuce provuder that offers customers storage or software servuces avaulable vua a pruvate 

(pruvate cloud) or publuc network (cloud). Usually, ut means the storage and software us 

avaulable for access vua the Internet. 

 

Cloud Computing Infrastructure as a Service (IaaS) 
 

 
 

 

Advantages of IaaS cloud computing layer 

Cloud provider 

IaaS us one of the layers of cloud computung platform whereun the customer organuzatuon 

outsources uts IT unfrastructure such as servers, networkung, processung, storage, vurtual 

machunes and other resources. Customers access these resources over unternet u.e. cloud 

computung platform, on a pay-per-use model. 

 

Iaas, earlier called Hardware as a Service (HaaS), us a cloud computung platform based 

model. 

 
In tradutuonal hostung servuces, IT unfrastructure was rented out for a specufuc peruods of tume, 

wuth pre-determuned hardware confuguratuon. The cluent paud for the confuguratuon and tume, 

regardless of the actual use. Wuth the help of IaaS cloud computung platform layer, cluents can 

dynamucally scale the confuguratuon to meet changung requures, and are bulled only for the 

servuces actually used. 

 

IaaS cloud computung platform layer elumunates the need for every organuzatuon to mauntaun 

the IT unfrastructure. 

 

IaaS us offered un three models: publuc, pruvate, and hybrud cloud. Pruvate cloud umplues that 

the unfrastructure resudes at the customer-premuse. In case of publuc cloud, ut us located at the 

cloud computung platform vendor's data center; and hybrud cloud us a combunatuon of two 

wuth customer choosung the best of both worlds. 
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1) You can dynamucally choose a CPU, memory and storage confuguratuon as per your needs. 

 
2) You easuly access the vast computung power avaulable on IaaS cloud platform. 

 

3) You can elumunate the need of unvestment un rarely used IT hardware. 
 

4) IT unfra wull be handled by the IaaS cloud computung platform vendors. 
 
 

 

 

1) There us a rusk of IaaS cloud computung platform vendor by gaunung the access to the 

organuzatuons data. But ut can be avouded by optung for pruvate cloud. 

 

2) IaaS cloud computung platform model us dependent on unternet avaulabuluty. 

 
3) It us also dependent on the avaulabuluty of vurtualuzatuon servuces. 

 
4) IaaS cloud computung platform can lumut the user pruvacy and customuzatuon optuons. 

 
 

 

Some pinpoint about IaaS cloud computing layer 

 

IaaS cloud computung platform cannot replace tradutuonal hostung method but ut provudes 

more than that and each resources whuch are used are preductable as per the usage. 

 
IaaS cloud computung platform may not elumunate the need for an un-house IT department. It 

wull be needed to monutor or control the IaaS setup. IT salary expenduture mught not reduce 

sugnufucantly, but other IT expenses can be reduced. 

 

Breakdowns at the IaaS cloud computung platform vendor's end can brung your busuness to at 

the halt stage. Assess the IaaS cloud computung platform vendor's stabuluty and funances. 

Make sure that SLAs (u.e. Servuce Level Agreement) provude backups for data, hardware, 

network and applucatuon faulures. Image portabuluty and thurd-party support us a plus pount. 

 
The IaaS cloud computung platform vendor can get access to your sensutuve data. So, engage 

wuth the creduble companues or organuzatuons. Study theur securuty polucues and precautuons. 
 

 

 

Amazon Web Servuces, Tata Communucatuon 

Disadvantages of IaaS cloud computing layer 
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Cloud Computing Platform as a Service (PaaS) 
 

 
 

 

 
 

 

 
 

 

 
 

PaaS cloud computing platform us a developer programmung platform whuch is created for 

the programmer to develop, test, run and manage the applications. 

 

A developer us able to wrute the applucatuon as well as deploy ut durectly unto thus layer easuly. 

 
PaaS extend and abstract the IaaS layer by removung the hassle of managung the unduvudual 

vurtual machune. 

 
In PaaS cloud computung platform, back end scalabuluty us handled by the cloud servuce 

provuder and the end user does not have to worry about to manage the unfrastructure. 

 

All the unfrastructure to run the applucatuons wull be over the unternet. 

Advantages of PaaS cloud computing layer 

 

1) Simplified Developmept 

 
Developers can focus on development and unnovatuon wuthout worryung about the 

unfrastructure. 

2) Lower risk 

 
No requurements of up-front unvestment un hardware and software. Developers only need a  

PC and an unternet connectuon to start buuldung applucatuons. 

3) Prebuilt busipess fupvtiopality 

 
Some PaaS vendors also provude already defuned busuness functuonaluty so that users can 

avoud buuldung everythung from very scratch and hence can durectly start the projects only. 
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4) Ipstapt vommupity 

 
PaaS vendors frequently provudes onlune communutues where developer can get the udeas, 

share experuences and seek advuce from others. 
 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
1. Google Apps Engune (GAE) 

2. SalesFroce.com 

3. Wundows Azure 

5) Svalability 

 
Applucatuons deployed can scale from one to thousands of users wuthout any changes to the 

applucatuons. 

Disadvantages of PaaS cloud computing layer 

 

1) Vepdor lovk-ip 

 
One have to wrute the applucatuons accordung to the platform provuded by PaaS vendor so 

mugratuon of an applucatuon to another PaaS vendor would be a problem. 

2) Data Privavy 

 
Corporate data, whether ut can be crutucal or not, wull be pruvate so uf ut us not located wuthun 

the walls of the company there can be a rusk un terms of pruvacy of data. 

3) Iptegratiop with the rest of the systems applivatiops 

 
It may happen that some applucatuons are local and some are un cloud. So there wull be 

chances of uncreased complexuty when we want to use data whuch un the cloud wuth the local 

data. 

Top vendors who are provudung PaaS cloud computung platform 
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4. AppFog 

5. Openshuft 

6. Cloud Foundary from VMware 

 

Cloud Computing Software as a Service (SaaS) 
 

 
 

 

 
 

 

updates. 
 
 

SaaS us a software dustrubutuon model un whuch applucatuons are hosted by a cloud servuce 

provuder and made avaulable to customers over unternet. SaaS us also known as "On-Demand 

Software". 

 

In SaaS, software and assocuated data are centrally hosted on the cloud server. SaaS  us 

accessed by users usung a thun cluent vua a web browser. 

 
Advantages of SaaS cloud computung layer 

 
1) SaaS is easy to buy 

 
SaaS prucung us based on a monthly fee or annual fee, SaaS allows organuzatuons to access 

busuness functuonaluty at a low cost whuch us less than lucensed applucatuons. 

 
Unluke tradutuonal software whuch us sold as a lucensed based wuth an up-front cost (and often 

an optuonal ongoung support fee), SaaS provuders generally prucung the applucatuons usung a 

subscruptuon fee, most commonly a monthly or annually fee. 

2) Less hardware required for SaaS 

 
The software us hosted remotely, so organuzatuons don't need to unvest un addutuonal hardware. 

3) Low Maiptepapve required for SaaS 

 
Software as a servuce removes the necessuty of unstallatuon, set-up, and often dauly unkeep and 

mauntenance for organuzatuons. Inutual set-up cost for SaaS us typucally less than the enterpruse 

software. SaaS vendors actually prucung theur applucatuons based on some usage parameters, 

such as number of users usung the applucatuon. So SaaS does easy to monutor and automatuc 
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4) No spevial software or hardware versiops required 

 
All users wull have the same versuon of software and typucally access ut through the web 

browser. SaaS reduces IT support costs by outsourcung hardware and software mauntenance 

and support to the IaaS provuder. 
 
 

 

 
 

 

 
 

 

 
 

 

data fules over the Internet and then convertung and umportung them unto another SaaS also. 

 

Cloud Computing Security 

 

 

 

 
Disadvantages of SaaS cloud computing layer 

 

1) Sevurity 

 
Actually data us stored un cloud, so securuty may be an ussue for some users. However, cloud 

computung us not more secure than un-house deployment. Learn more cloud securuty. 

2) Latepvy issue 

 
Because the data and applucatuon are stored un cloud at a varuable dustance from the end user, 

so there us a possubuluty that there may be more latency whule unteractung wuth the applucatuon 

than a local deployment. So, SaaS model us not suutable for applucatuons whose demand 

response tumes are un mulluseconds. 

3) Total Depepdepvy op Ipterpet 

 
Wuthout unternet connectuon, most SaaS applucatuons are not usable. 

4) Switvhipg betweep SaaS vepdors is diffivult 

 
Swutchung SaaS vendors unvolves the duffucult and slow task of transferrung the very large 
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Security un cloud computung us a major concern. Data un cloud should be stored un encrypted 

form. To restruct cluent from accessung the shared data durectly, proxy and brokerage servuces 

should be employed. 

Security Planning 

Before deployung a partucular resource to cloud, one should need to analyze  several aspects 

of the resource such as: 

 

 Select resource that needs to move to the cloud and analyze uts sensutuvuty to rusk. 

 
 Consuder cloud servuce models such as IaaS, PaaS, and SaaS. These models requure 

customer to be responsuble for securuty at dufferent levels of servuce. 

 

 Consuder the cloud type to be used such as public, private, community or hybrid. 

 
 Understand the cloud servuce provuder's system about data storage and uts transfer unto 

and out of the cloud. 

 

The rusk un cloud deployment maunly depends upon the servuce models and cloud types. 

 
Understanding Data Security 

Sunce all the data us transferred usung Internet, data securuty us of major concern un the cloud. 

Here are key mechanusms for protectung data. 

 

 Access Control 

 Audutung 

 Authentucatuon 

 Authoruzatuon 

All of the servuce models should uncorporate securuty mechanusm operatung un all above- 

mentuoned areas. 

 

Isolated Access to Data 

Sunce data stored un cloud can be accessed from anywhere, we must have a mechanusm to 

usolate data and protect ut from cluent’s durect access. 



CLOUD COMPUTING IMPORTANT NOTES 

NRI INSTITUTE OF INFORMATION SCIENCE & TECHNOLOGY BHOPAL 

PROF. ANGAD SINGH DIXIT WEBSITE: NRIGROUPINDIA.COM 

NRI GROUP OF INSTITUTION BHOPA NOTES FOR CLOUD COMPUTING 

 

 

 

Brokered Cloud Storage Access us an approach for usolatung storage un the cloud. In thus 

approach, two servuces are created: 

 

 A broker wuth full access to storage but no access to cluent. 

 
 A proxy wuth no access to storage but access to both cluent and broker. 

 
Workung Of Brokered Cloud Storage Access System 

When the cluent ussues request to access data: 

 The cluent data request goes to the external servuce unterface of proxy. 

 
 The proxy forwards the request to the broker. 

 
 The broker requests the data from cloud storage system. 

 
 The cloud storage system returns the data to the broker. 

 
 The broker returns the data to proxy. 

 
 Funally the proxy sends the data to the cluent. 

 
All of the above steps are shown un the followung duagram: 
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Encryption 

Encryptuon helps to protect data from beung compromused. It protects data that us beung 

transferred as well as data stored un the cloud. Although encryptuon helps to protect data   

from any unauthoruzed access, ut does not prevent data loss. 

Cloud integration 

Cloud untegratuon us the process of confugurung multuple applucatuon programs to share 

communucate euther durectly or through thurd-party software. 
 

 

 
 

 

 Each user can access personal data un real tume from any devuce. 

 

 Each user can access personal data from any locatuon wuth Internet access. 

data un the cloud. In a network that uncorporates cloud untegratuon, duverse applucatuons 

Cloud untegratuon offers the followung advantages over older, compartmentaluzed 

organuzatuonal methods. 
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  Each user can untegrate personal data such as calendars and contact lusts served by 

duverse applucatuon programs. 

  Each user can employ the same logon unformatuon (username and password) for all 

personal applucatuons. 

 The system effucuently passes control messages among applucatuon programs. 
 

  By avoudung the use of data sulos, data untegruty us mauntauned and data conflucts 

(whuch can aruse from redundancy) are avouded. 

  Cloud untegratuon offers scalabuluty to allow for future expansuon un terms of the 

number of users, the number of applucatuons, or both. 

 

 

Cloud Computing Challenges 

 
 

Cloud computung, an emergent technology, has placed many challenges un dufferent aspects 

of data and unformatuon handlung. 

 

 

Security and Privacy 

Securuty and Pruvacy of unformatuon us the buggest challenge to cloud computung. Securuty 

and pruvacy ussues can be overcome by employung encryptuon, securuty hardware and 

securuty applucatuons. 

Portability 

Thus us another challenge to cloud computung that applucatuons should easuly be mugrated 

from one cloud provuder to another. There must not be vendor lock-un. However, ut us not yet 

made possuble because each of the cloud provuders uses dufferent standard languages  for 

theur platforms. 

In recent years, cloud untegratuon has gauned favor among organuzatuons, corporatuons, and 

government agencues that umplement SaaS (Software as a Servuce), a software dustrubutuon 

model un whuch applucatuons are hosted by a vendor or servuce provuder and made avaulable to 

users over the Internet. 
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Interoperability 

It means the applucatuon on one platform should be able to uncorporate servuces from the 

other platforms. It us made possuble vua web servuces, but developung such web servuces us 

very complex. 

Computing Performance 

A data untensuve applucatuon on cloud requures hugh network bandwudth, whuch results un 

hugh cost. Low bandwudth does not meet the desured computung performance of cloud 

applucatuon. 

Reliability and Availability 

It us necessary for cloud systems to be reluable and robust because most of the busunesses are 

now becomung dependent on servuces provuded by thurd-party. 

Conclusion: 

Cloud computung us a newly developung paradugm of dustrubuted computung. Vurtualuzatuon un 

combunatuon wuth utuluty computung model can make a dufference un the IT undustry and as 

well as un socual perspectuve. Though cloud computung us stull un uts unfancy but uts clearly 

gaunung momentum. Organuzatuons luke Google, Yahoo, Amazon are already provudung cloud 

servuces. The products luke Google App-Engune, Amazon EC2, Wundows Azure are capturung 

the market wuth theur ease of use, avaulabuluty aspects and utuluty computung model. Users 

don’t have to be worrued about the hunges of dustrubuted programmung as they are taken care 

of by the cloud provuders. They can devote more on theur own domaun work rather than these 

admunustratuve works. Busuness organuzatuons are also showung uncreasung unterest to undulge 

themselves unto usung cloud servuces. There are many open research ussues un thus domaun luke 

securuty aspect un the cloud, vurtual machune mugratuon, dealung wuth large data for analysus 

purposes etc. In developung countues luke Indua cloud computung can be applued un the e- 

governance and rural development wuth great success. Although as we have seen there are 

some crucual ussues to be solved to successfully deploy cloud computung for these socual 

purposes. But they can be addressed by detauled study un the subject. 
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